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such as the address of the website, which i
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This Connection is Untrusted
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' sistema







Se configura el servidor de dominio Samba



Configurando el servidor de dominio Samba

1.Instalamos el paquete samba
2.Utilizamos samba-tool domain provision

3.Adicionas el grupo WiFi:
samba-tool group add WiFi

4.Adicionamos los usuarios al grupo WiFiI:
samba-tool group addmembers WiF1i usuario



Uniendo de manera ligera al dominio



Uniendo de manera ligera al dominio

1.Instalamos el paquete samba y winbind
2.Se modifica /etc/samba/smb.conf

3.Se modifica /etc/krb5.conf

4.Se ejecuta net ads join



Configurando el servidor RADIUS



Configurando el servidor RADIUS

1.Instalamos el paquete freeradius

2.Se modifica /etc/freeradius/3.0/clients.conf

3.Se modifica /etc/freeradius/3.0/sites-
enabled/default

4.Se modifica /etc/freeradius/3.0/mods-
avallable/eap



Sobre OpenWRT



Protegiendo los AP



Protegiendo los AP

AP DESARROLLO

Authorization Required

Please enter your usemame and password.
Invalid usemame and/for password! Please try again.

Lsername root

Password

@ Login B Reset

Powered by LuCl 15.05-149-g0d8bbd2 Release (qgit-15.363.78009-956be55) | Open



Protegiendo los AP

AP DESARROLLO Status - Network = L : G 1A

Interfaces
Status i
Switch
System
DHCP and DRE
Hostname @l Hostnames
Static Routes
Model
Firewall
Firmware “ersion Diagnostics .1/ LuCl 15.05-149-g0d8bbd2 Release (git-15.363.78009-
Kernel Wersion 3.18.23
Local Time Thu Jan 19 16:25:19 2017
Uptime 3d 22h 43m 11s
Load Average 0.08, 0.03, 0.05
Memory

Total Available 102212 kB /126044 kB (81%)



‘ Protegiendo los AP

AP _DESARROLLO  status~ system~ Network~ Logo AUTO REFRESH ON

Wireless Overview

@) Generic MACB0211 802.11bgn (radic0) I (T —
= Channel: 7 (2.442 GHz) | Bitrate: ? Mbit/s
S51D: | Mode: Master : )
0% BSSID: | Encryption: WPAZ 802,1X (CCMP) TR @-—E-d.'t-— B s
@y  Atheros AR9580 802.1lan (radiol) @ Scan ]  Add
= Channel: 128 (5.640 GHz) | Bitrate: 7 Mbit/s
SSID: | Mode: Master . )
0% BSSID: | Encryption: WPRAZ 802,1X (CCMP) ML L Bl Sego

Associated Stations

551D MAC-Address IPva-Address Signal Moise RX Rate TX Rate

No information available



Protegiendo los AP

AP DESARROLLO Status * S e ke AUTO REFRESH ON

Interface Configuration

General Setup Wireless Security MAC-Filter

ESSID

Mode | Access Point (WDS) v
————————————
Metwork e
lan: i
L4 an: T
@ Choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new
network.
Hide ESSID

WMM Mode &



Protegiendo los AP

General Setup Wireless Security MAC-Filter
Encryption  |WPAZ-EAP X
Cipher | Force CCMP (AES) v

Radius-Authentication-
Server

Radius-Authentication-Port
@ Default 1812

Radius-Authentication-
Secret

]
=
D ————————————]
Radius-Accounting-Server
——————————————
Radius-Accounting-Port

@ Default 1813

Radius-Accounting-Secret =

MNAS 1D DESARROLLO 2.4Ghz
———— e
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‘ ETK + Grafana
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CONCLUSIONES
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